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I N T R O D U C T I O N  

 

“Imagine a piece of music which expresses love. It is not love for any particular 

person. Another piece of music will express another love. Here we have two distinct 

emotional atmospheres, two different fragrances, and in both cases the quality of love 

will depend upon its essence and not upon its object. Nevertheless, it is hard to conceive 

a love which is, so to speak, at work, and yet applies to nothing. “ 

 

(Bergson, 1932/1977, p. 254-55) 

 

 

WHY IS DATA ETHICS considered more urgent now than it was ever 

before? One might say that there is nothing extraordinary about data (or 

ethics for that matter). The representation and control of life and being in 

material and symbolic form are only human. Certainly, there is nothing new 

about data systems reinforcing power dynamics in society or even creating 

new power relations; furthermore, this relation between humans and their 

data has always had social and ethical implications. Yet, the transformation 

of all things into data as an effortless, costless and seamless extra layer of life 

and society is a recent and new development, which I in this study argue also 

requires a certain type of ethics approach and awareness from us. Data at the 

time of writing no longer just captures politics, the economy, culture, and 

lives - data are an extension of these. Data are ingrained in society in 

multiple forms in increasingly complex digital systems, which have been 

developed to contain and make sense of large amounts of data and to act on 

that knowledge. These digital data systems form a key component of 

decision-making in politics, culture, and industries, and also on life 

trajectories, and consequently, they are also the centre of power negotiations 

between different interests. As such, power should be at the core of any 

ethical concern with data systems. 

I have been immersed in the internet governance and digital rights policy, 

industry and civil society communities and debates for close to two decades 

now. Today, in late 2020, the conversation on data ethics and online privacy 

has matured from a small nuisance and pebble in the shoe of big data actors 
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and enthusiasts into a main topic of public debate and a crucial policy 

agenda item in Europe and beyond. Remarkably, an ethical stance on data 

and data innovation has transformed into what is considered Europe’s 

competitive position on a global geopolitical stage. 

At present, a range of societal stakeholders from industry, academia, and 

civil society to governments and intergovernmental organisations are 

presenting the various critical problems in our current data infrastructures: 

data bias and a lack of multicultural representation, the disempowerment of 

consumers, democracy challenged by black box algorithms, flawed IT 

security and data protection, data monopolisation, voter manipulation and 

many more. Furthermore, the lost opportunities of locked-in data for 

science, public service, business and in particular the technical development 

of AI systems are presented as major problems in the state of affairs. 

Moreover, for each problem raised, an often highly specific solution to a 

specific problem is suggested. Interests are of course bound to clash, because 

not all problems with our data reality converge and neither do their 

solutions, and this is usually the moment when real controversy arises, when 

power takes material form. It is in these moments of negotiation and 

controversy that compromises are made and actual sociotechnical 

transformations emerge.  

At times it seems too overwhelming. The complexity of issues, challenges 

and the compromises we have to make. However, not all is lost to the state 

of affairs. This study is built on the idea that humans are in control of these 

compromises—but only if we take into account the entire field of powers 

and interests invested in a sociotechnical transformation, including our own. 

Back in the early 2000s when I worked with children’s online empowerment 

and protection, the debates and negotiations were – in very similar ways – 

taking the shape of different problems and solutions, formulated and 

proposed within various constellations of powers and interests. Time and 

again I also experienced value and interest conflicts, compromises and 

ethical implications of one-dimensional governance approaches that did not 

manage to encompass the complexity of sociotechnical transformations and 

their equally complex ethical and social implications. I saw and assessed 

countless technical solutions, such as parental filters, age verification for 

social media, and online ‘walled gardens’; legal and policy solutions, such as 

child-specific legal requirements, governmentally and European Union 

(EU)-induced industry self-regulatory activities and dedicated investment 
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schemes; age-appropriate labelling; educational initiatives, such as the 

inclusion of digital competences in national school curricula and online 

campaigns (“You are what you upload” and “You set the limit”); and of course 

new collaborations and power constellations between, for example, states 

and digital tech industries. 

Accordingly, when in 2014 I left my job at the Danish Media Council for 

Children and Young People to take on a more general approach to the 

development and governance of big data, I tweeted, tongue-in-cheek:  

“I’ve invented a child online protection button. Now all kids are safe and 

happy and I’m out of a job”.  

Of course, nothing was further from the truth. Many critical actions were 

taken in terms of mitigating risks and empowering children in a new digital 

era. Numerous problematic actions were also taken with far-reaching ethical 

and social implications, such as the development of AI systems for content 

moderation that intensify the surveillance powers of industries and states, 

child online protection laws that do the same, technocentric and privacy-

invasive digital adoption and educational initiatives in schools driven by 

tech giants. 

However, in all of this I think the greatest challenge we had back then, and 

what I also see today in the more general ‘internet governance’ efforts of 

policy and decisionmakers in state, intergovernmental, technical, industry 

and civil society communities, is that when attempting to orchestrate the 

symphony of sociotechnical acts and agents that comprise sociotechnical 

change, we have repeatedly failed to address its complexity. Our vision is 

clouded by our particular problems and brilliant solutions, and therefore, 

we do not see the core problem of sociotechnical change, which is the very 

shape of power dynamics that effect change and outline the direction of 

sociotechnical development. We do it over and over again. We undervalue 

the complexity of the powers embedded in our sociotechnical environments 

and the multifarious ethical and social implications. We neglect to look 

beyond our own interest, fields of application and expertise, and because of 

this we create new problems and implications for ourselves, and even 

produce new ethical problems. Time after time, we overvalue our own – 

although predominantly well-meaning, but also often very limited – 

perspectives on problems and solutions. We fail to coordinate, to translate 

amongst each other and most crucially to assess broader social and ethical 

implications. 
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With this study, I have attempted to find a common ground for the 

debates and negotiations that were taking place in the early 21st Century 

regarding the development and status of big data and AI sociotechnical 

environments by spelling out a “human approach” (or what is often referred 

to in policy and advocacy discourse on AI and big data ethics as a “human-

centric/centered approach”), which I refer to as a “data ethics of power”. I 

guess that is what an applied data ethics essentially is – or at least should be 

– all about. To find ways to build things, act and govern in a holistic manner 

that benefits human societies, or what I in this study, with reference to the 

French philosopher and vitalist Henri Bergson, seek to advocate as open 

love. Love in the most literal and figurative sense of the word. Love for 

humanity. Love for the planet and its inhabitants. Love for each other. Love 

for the universe and beyond. Love without a specific interest. Just love. 

Nothing more and nothing less. 

A r g u m e n t s   

In this study I present a formative framework for a ‘data ethics of power’ 

(Hasselbalch, 2019). I investigate digital data systems as sociotechnical 

infrastructures that reinforce and distribute power. As such, they are today 

also the locus of different powerful interests—corporate, governmental and 

even scientific. In all of this, the human being’s interest has a very low 

priority, and at times it has none. This needs to change. With a ‘data ethics 

of power’, power is not just an arbitrary condition, but rather the material 

we act upon. A ‘data ethics of power’ is a direct response to our human 

experience of very present and immediate power dynamics embedded and 

distributed in sociotechnical big data systems and the conditions and 

practices that shape them. The aim is to renegotiate asymmetries of power. 

But what does this actually mean? Imagine an AI robot that sieves through 

pictures containing predominantly white faces deciding what human 

‘beauty’ means. Ponder on an online search system that learns from news 

articles to recognize words such as ‘nanny’ and ‘receptionist’ as female and 

words such as ‘architect’ and ‘financier’ as male (Bolukbasi et al., 2016). 

Consider an AI assessment model that scores an otherwise brilliant teacher 

badly because it cannot interpret the social and human dimension of the 

teacher’s work. Reflect on a mass surveillance global intelligence network or 

a mass political profiling campaign enabled invisibly by social networking 
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sites with the personal data of millions of people. These sociotechnical data 

systems and practices are ethically questionable. Most often they are ‘unfair’, 

certainly they are not morally ‘good’ but ‘bad’, and in some contexts they 

might even be deemed illegal. However, data ethics is not a legal assessment, 

neither is it a moral evaluation of the good or the bad. A ‘data ethics of power’ 

is concerned with making visible the power relations embedded in big data 

and AI sociotechnical infrastructures. 

I investigate the role of data ethics, technology, culture and society in 

shaping power structures for human agency and experience and delineate a 

‘data ethics of power’ as an essentially ‘human approach’. The ‘human 

approach’ is first and foremost a critical reflection of the power of 

technological progress, of the big data and AI sociotechnical systems we 

build and imagine. It addresses the role of the human as an ethical being 

with a corresponding ethical responsibility for not only the human living 

being but also for life and being in general. The ‘human approach’, 

therefore, also encourages the human interest in the data of big data and AI 

systems through the involvement of human actors in their very data design, 

use and implementation. 

That is, I argue that data ethics has to become more than just a moral 

obligation, a set of programmed rules—it has to be human. We can 

formulate data ethics guidelines, principles and strategies, and we can even 

program artificial agents to act according to their rules. However, to ensure 

a human-centric distribution of power, data ethics must take the form of 

culture, to become a cultural process, lived and practiced as a way of being 

in the world. As such, a ‘data ethics of power’ first and foremost addresses 

the cultural conditions and structures of power, rather than the sole value 

properties of technology design. 

With the point of departure in my immersion in the data and Artificial 

Intelligence policy, industry and civil society activities of the late 2010s in 

Europe, which among others included the EU’s High-Level Group on AI 

(HLEG) and the Danish government’s first data ethics expert group, I 

investigate the role of data ethics and the human-centric/centered approach 

in the governance of AI and big data. The core research questions for this 

investigation were sparked by my curiosity in the context of my work in this 

field: What is data ethics? How can human governance be informed by data 

ethics? Why was data ethics explicitly included in internet/information 

society governance and policy in Europe in the late 2010s? 
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I make a case for an interdisciplinary data ethics. In the late 2010s, ‘data 

ethics’ was predominantly theorized as a branch of philosophy evaluating 

moral problems of data and algorithms and articulating morally suitable 

solutions. In this study, I do not intend to outline an exclusive theory, but 

rather acknowledge the valuable contributions from a range of fields of 

studies regarding the ethical implications of a Big Data Society. These fields 

include applied ethics, legal studies, cultural studies, critical data studies, 

information, and social and political sciences. Importantly, my 

interdisciplinary approach to data ethics also encompasses a societal 

movement in policy, civil society organisations and technology 

development as well as their applied data ethics practices, such as networks, 

expert groups, products, technologies, surveys and tools. Crucially, I argue 

that although seemingly incoherently dispersed in subtopics, fields and 

practice, these data ethics theories, methodologies, analyses and practices 

can in fact be delineated in a shared ‘data ethics of power’ conceptual 

framework. 

The key theoretical framework of this study springs from studies that 

treat the power (moral or political properties; Harvey, 1990; Winner, 1980; 

etc.) of technologies as dynamic concepts in constant negotiation with 

human, societal and cultural factors (Bijker et al., 1987; Misa, 1988, 1992, 

2009; Bijker & Law, 1992; Hall, 1997; Edwards, 2002; Castells, 2010; Harvey 

et al., 2017). 

The understanding is that while technology may impose on humans and 

human societies, humans have also time and again imposed on technology, 

which they may choose to do with intention and direction. Humans create 

laws, policies and standards; we educate and programme, hack and revolt. 

This is an important view on technological development and change as it 

empowers human governance efforts and prevents a single-sided analysis of 

the components of the sociotechnical development we target with 

governance initiatives. Combined with a cultural studies approach, I here 

consider culture one such component of in particular “ethical governance” 

(Rainey & Goujon, 2011; Winfield & Jirotka, 2018). That is, culture as shared 

systems of meaning making, as “systems of representation” or “conceptual 

maps” (Hall, 1997) of power and interests that compete in shaping a 

“technological momentum” (Hughes, 1983, 1987). Specifically, I investigate 

the competing data cultures that in the late 2010s were framing our various 

practices with data as a crucial focus of what I call “data ethical governance”. 



 

 10 

 I apply a “multi-level analysis” (Edwards, 2002; Misa, 2009). While 

understanding big data and AI sociotechnical systems as particular and 

historically situated, I simultaneously consider their development 

continuous and open-ended, that is, as components of society and human 

history at large. I therefore move between different micro, meso and macro 

plateaus in an effort to simultaneously encompass the embedded power of 

data design and technology as well as larger social, political and cultural 

dynamics and conditions. 

Accordingly, I consider data ethics in two ways: as, what I refer to as 

respectively “spaces of negotiation” and “critical cultural moments”. Data 

ethics spaces of negotiation have a material presence in society. Their role is 

to enable critique and negotiation. They are possible when systems 

(material/immaterial and technological/cultural) clash and controversy 

arises. Data ethics critical cultural moments have special human 

characteristics. They are possible when human memory and intuition are 

privileged and provide time and space to tinker. These data ethics spaces 

and moments can be identified on different scales of time and space, which 

are intrinsically intertwined. The ability to encompass the entire movement 

between these different scales of time and space is the essence of the holistic 

approach of ‘data ethical governance’. 

I must admit that this study’s investigation is limited by my 

Western/European perspective. I speak from a privileged socioeconomic 

position in a global environment of societies that move at different rhythms 

and are positioned with different advantages or disadvantages in the 

evolving big data sociotechnical systems of our age. Questions of power 

distribution, domination and advantages through big data sociotechnical 

systems are core components of a ‘data ethics of power’. However, my own 

analysis fails to represent the essential experiences of the people, 

communities and cultures that are most disadvantaged by the global big data 

structures of power. I examine the specific ethical implications and 

problems of Western (welfare) societies, which are quickly adopting and 

evolving with big data advanced sociotechnical infrastructures. My analysis, 

therefore, does not in any way represent the ethical implications and 

problems specific to many other societies and cultures worldwide, and I thus 

also neglect the formulation of governance and solutions based on these 

different situated experiences. This is a limitation of this study that I hope 

future ‘data ethics of power’ studies based on different cultural and 
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socioeconomic experiences can amend. 

Finally, I have a more informal plea. Data ethics is not only about power—

it also is power. We might say that data ethics is what everyone knows but at 

the same time no one can really say is theirs. However, it is exactly because 

data ethics does not want to belong, because it resists ready-made concepts, 

that it becomes everyone’s declaration. Governments profess over the good 

and effective smart Big Data Society; individuals avow to an online life 

construed by endless streams of personal data; industries and scientists state 

the value of big data; and so on. All have an interest in data and consequently 

also in data ethics. Indeed, data ethics is power—power to point out the 

problems and their solutions, to set the priorities for how we want data 

technologies in our human lives and in society. I ask, what if we decide to set 

data ethics free—to uproot the very conceptualisation of the term as the 

moral obligation of someone or something to solve a specific problem? That 

is, in a way such that data ethics truly becomes a method and practice for 

humans to critically challenge the power embedded in data technologies, 

their set priorities and restraints, and to find different problems and new 

solutions in the very conditions of the big data reality we live in. This is what 

I attempt to answer in this study. 

S t r u c t u r e  

In this study, I present three core competing structures of power, each with 

their shape and style each with their data cultures. I have therefore 

structured the main body of work in three parts, with each an emphasis on 

the three different characters of power: 

 

1. Power & Big Data  

2. Power & AI  

3. Human Power & Data Ethics  

 

In part I of the study, I address the first kind of power, big data sociotechnical 

infrastructures (BDSTIs) and their cultures and environments. BDSTIs are 

constituted physically with fibre cables that run across the globe, enabling 

data collection and access across geographic territories and jurisdictions, and 

virtually in spaces of flows around which dominant societal functions are 

increasingly organised (Castells, 2010). BDSTIs also constitute a 
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redistribution of power facilitated by these new technologically mediated 

configurations of space and time. To design and shape the infrastructural 

components of BDSTIs is here an essential form of power, and for example 

surveillance powers of state and industry actors are embedded in BDSTIs as 

a key property of their architecture and design (Haggerty & Ericson, 2000; 

Lyon, 2001, 2010, 2014, 2018; Hayes, 2012; Bauman & Lyon, 2013; Galic et 

al., 2017, Clarke, 2018). 

In the second part of the study, I focus on the type of power that is 

concentrated in the emergence of big data artificial intelligence 

sociotechnical infrastructures (AISTIs). These are first and foremost 

evolutions of the analytical capabilities of BDSTIs, and constituted as 

BDSTIs, but with components designed to sense the environment in real 

time, learning and evolving with autonomous or semiautonomous agency. 

The two types of sociotechnical infrastructures described in parts 1 and 2 

of the study constitute two forms of power that work in different dimensions 

of human reality and society. While BDSTIs primarily act in our space by 

transforming all into immobilised digital data, AISTIs also occupy our time 

by acting on that data to actively shape the past and present in the image of 

the future. Accordingly, I propose that a core concern of a ‘data ethics of 

power’ should be with AISTIs’ and BDSTIs’ constitution as cultural systems 

of a type of social ordering, in which interests of dominant actors in society 

are spatialised and immobilised and thus more difficult to criticise and 

renegotiate. 

Finally, in the last part of the study I adress human power, which I claim 

is at the core of a data ethics of power. The human approach of a ‘data ethics 

of power’ concerns the role of the human as an ethical being with a 

corresponding ethical responsibility. However, ethics requires spatial and 

temporal conditions to flourish. Human power is, in the face of the 2010s, 

sociotechnical changes in constant negotiation with the power of BDSTIs 

and AISTIs. This therefore implies an applied data ethics in design and 

governance that ensures the involvement of human actors in the very data 

design, governance, use and implementation of sociotechnical data systems. 
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A r t i c l e s  

Three research articles form the analytical basis of this study. While each 

article takes on a stand-alone argument and analysis, I consider the three 

parts of the study on Power & Big Data, Power & AI, and Human Power & 

Data Ethics a formative framework for the articles’ general interpretation 

and positioning within a data ethics analysis that moves between macro, 

meso and micro levels of reflection. I therefore suggest that the three parts 

are read before the articles. 

 

The three articles can be summarized as follows: 

 

In the first article, titled Making Sense of Data Ethics – The powers behind 

the data ethics debate in European policymaking (2019), I examine the data 

ethics public policy initiatives that took shape in the aftermath of the 

European General Data Protection Regulation (GDPR) reform. Addressing a 

general uncertainty as to these policy initiatives’ role, I propose that the 

initiatives are acknowledged as open-ended spaces of negotiation extended 

over time responding to governance challenges embedded in complex 

sociotechnical infrastructures. I argue that by examining these data ethics 

policy initiatives as components of a general infrastructural development’s 

rhythm, rather than carved in ethical solutions, we create an opportunity for 

a more transparent value- and interest-aware negotiation of ethical action in 

the big data era. It is also in this article that I develop an initial framework 

for a ‘data ethics of power’ as an action-oriented analytical framework 

concerned with making visible the power relations embedded in the Big 

Data Society and the conditions of their negotiation and distribution, in 

order to point to design, business, policy, social and cultural processes that 

support a human-centric distribution of power. 

In the second article of this study, titled, Culture by Design: A Data Interest 

Analysis of the European AI Policy Agenda (2020), I examine the concept of 

culture in the context of sociotechnical development with reference to an 

institutionally framed European cultural interest in shaping the global AI 

momentum of the late 2010s. In that period, the development of big data 

sociotechnical systems with AI capabilities were characterised by cultural 

positioning and global competition invested with interests from across 

societal groups, regions and sectors. Hence, a political agenda emerged in 

the EU with an emphasis on a shared European cultural framework for the 
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development of AI and the data pools upon which the technology strove 

with an emphasis on ‘ethical technologies’ and ‘trustworthy AI’. In the article, 

I describe how this cultural interest evolved in a process of public events and 

the work of the HLEG on AI established by the European Commission. 

In the third article, titled A Framework for a Data Interest Analysis of 

Artificial Intelligence (forthcoming, FirstMonday), I describe AI systems as 

moral agents in which humans delegate the enforcement of the agency of 

different interests in society. I argue that recognising this type of delegated 

agency of interests allows humans to develop and design AI in accordance 

with the human interest and to make suitable choices. Thus, I introduce the 

term “data interests” and make a case for a “data interest analysis” of the 

complex data processing systems of AI, exploring how different interests in 

data are empowered or disempowered by design. I here use the EU HLEG 

on AI’s Ethics Guidelines for Trustworthy AI constructively as an applied 

ethics approach to data interests, and suggest questions that will help resolve 

conflicts between data interests in AI design within a human-centric data 

ethical governance framework. 
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C O N C L U S I O N  
 

”In vain we force the living into this or that one of our moulds. All the moulds crack. 

They are too narrow, above all too rigid, for what we try to put into them.” 

 

(Henri Bergson, 1907/2001, p. viii). 

 
A FEW MONTHS BEFORE his death in 1941, Henri Bergson left his sick bed 

to register at a police station. After France had surrendered to Germany in 

1940, people of Jewish descent were required to register at police stations as 

part of the Vichy government’s anti-Jewish laws that among other things 

prevented a Jewish person from taking public office; being a member of the 

press, a student, a doctor, or a lawyer; and having a business. The Vichy 

government had offered to excuse Bergson, who was of Jewish descent, from 

these antisemitic laws due to his status as an internationally renowned 

academic, but he had refused. At the policy station, completing his police 

form, Bergson wrote: “Academic. Philosopher. Nobel Prize winner. Jew.” 

(Martin, 1994/2014, Chapter 10). 

80 years later in 2020, in another part of the world, Robert Julian-Borchak 

Williams was arrested in front of his house and brought to the Detroit police 

station where he was held overnight for a crime he had not committed. In 

fact, he had been wrongfully arrested based on an erroneous biased match 

from a facial recognition system used by the police. Facial recognition 

systems like this had at that time been used by police forces in the US for 

more than two decades. Deployed for surveillance of specific communities 

and to identify people for prosecution, these systems had time and again 

also been exposed to reinforce racial bias. Presented with a grainy picture of 

the identified criminal, a black man, like Mr. Williams himself, but clearly 

not him, his first reaction was to ask: “You think all black men look alike?” 

(Hill, August 3rd 2020). 

The data systems that we create to make sense of, organise and control 

life and society have throughout human history always reinforced power 

dynamics—often with devastating consequences for the human life 
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represented in and by these systems; however, they have also changed 

shape. Today, the transformation of all things into data as an effortless, 

costless and seamless extra – and most often invisible – layer of life and 

society is one variety, which I in this study have argued requires a particular 

reflection and awareness from us. The data systems in which respectively 

Henri Bergson was registered in 1940 and Mr. Williams in 2020 both clearly 

represented and reinforced ethnic bias in society, and both systems 

constituted devastating ethical implications for the people to which they 

were applied. However, there are subtle differences. For example, while 

Bergson did not choose the system, he chose the data: a tiny personal 

rebellion, but nevertheless his comment against a devastating data system of 

power. Mr. Williams’ data, on the other hand, was chosen for him. In fact, 

he was not even aware that he had been registered in the data system that 

was now used against him by the police. We are here in the early 2020s not 

challenged by a database and register of a dominant regime of power, we are 

submerged in sociotechnical data systems of power. This is why we need a 

‘data ethics of power’ to make powers visible and create the human critical 

cultural moments that ensure data ethics spaces of negotiation in society. 

 

In this study, I have formulated a ‘data ethics of power’ to address new digital 

databased configurations of space and time (what I call “BDSTIs” and 

“AISTIs”) and the sociotechnical power structures for human agency and 

experience. 

Over the years that I was immersed in the internet governance and digital 

rights policy, industry and civil society communities and debates, I became 

growingly concerned with the sociotechnical structures of power of BDSTIs 

and AISTIs, the liquidity and invisibility of this power, and an uncritical 

public debate about it. At first it was like fighting with the most popular kid 

in school; we were the outsiders, the activists, who did not understand the 

awesomeness of this reckless kid and his shiny new tools. Today, the privacy 

activists’ role and critical showdowns with powerful tech giants have become 

acceptable in public opinion. Still, even when the ethical reflection and social 

awareness are present, I see how we often fail to assess the implications of 

what we do across our different cultures of interests. We are immersed 

socially and technologically in sociotechnical and cultural structures of 

power that limit us in what we do and what we think we can do with 

technology. 
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However, all is not lost. I do believe that an alternative route exists. We 

just need a different approach, not necessarily the interest and stake proper, 

the true idea, the right solution or the good ethics. We need a process 

constituted by love without an object. We need human power and a human 

morality. 

T h e  S t u d y ’ s  T h r e e  K e y  C o n t r i b u t i o n s  

       

1. A Data Ethics of Power  

The core contribution of this study is a formative framework for a ‘data 

ethics of power’ concerned with making visible the power relations 

embedded in big data and AI socio-technical infrastructures (BDSTIs and 

AISTIs) in order to point to design, business, policy, social and cultural 

processes that support a human-centric distribution of power. 

In the mid 2010s, data ethics at first gained traction in public discourse as 

a term to address the general socially and ethically problematic sides of big 

data technologies and systems in addition to their challenges to privacy. In 

many ways data ethics came to represent the ‘good intention’ of primarily 

companies and states. Then, it became part of an ‘ethics by design’ applied 

ethics, a moral philosophy, with methodologies and practices designed to 

instil good human values into big data and AI systems. 

In this study, I part from a concern with the morally ‘good’ and ‘bad’ of 

big data and AI and position data ethics in the context of theories and critical 

studies that consider cultural and social power dynamics the essence of our 

ethical concerns with big data and AI. Technologies are cultural products 

and technological practice is embedded in socially ordering cultural systems 

of meaning making that are lived and experienced by individuals. This is 

why cultural systems of sociotechnical change and practice per se are 

relevant as ethical problems that we should seek to solve with an applied 

‘data ethics of power’ approach. Thus, I argue that we need to be ethically 

concerned with the constitution of BDSTIs and AISTIs as cultural systems 

of a type of social ordering, in which interests of dominant actors in society 

have the primary advantage while other minority interests are further 

disadvantaged. Sociotechnical digital data systems are spatial architectures 

that reinforce and distribute power. They have data cultures that sustain 

power for some while repressing the freedom and agency of others, and they 
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are the locus of different powerful interests: corporate, governmental and 

even scientific. 

 

2. Data Ethical Governance 

Being actively involved in the evolving public debates and policy debates on 

the ethical implications of emerging data technologies, I have sought with 

this study to provide an explanation as to why data ethics became the centre 

of these discussions in the mid 2010s. By asking and answering this question, 

I have outlined a governance role and function for data ethics in the context 

of sociotechnical change. As such I have proposed a common ground for the 

debates and negotiations that I am involved in based on a human morality 

and approach to the power structures of big data and AI socio-technical 

systems.  

Thus, I wanted to illustrate what data ethics can do for human governance 

in the context of sociotechnical change. I therefore examined the public 

debates and policy agendas of the late 2010s on the BDSTI and AISTI 

infrastructures of the Big Data Society as one ‘in between’ phase of the four 

phases of the sociotechnical development of large technological systems 

(Hughes, 1983, 1987), in which different technological cultures and 

approaches compete to gain technological momentum. I illustrated a “battle 

of systems” (Hughes, 1983) in which technical, legal, cultural and social 

components of different approaches to big data and AI existed in “dialectical 

tension” (Hughes, 1983, p. 79). I proposed that this phase of controversy is a 

critical moment for ‘data ethical governance’ as it is when ethical reflection, 

problem solving and value negotiation takes centre stage, thus potentially 

forming the cultural shape of sociotechnical change.  

I argue that human governance of big data and AI adoption and 

developments entails a critical awareness of the ethical compromises we 

make in this moment of controversy as they constitute the cultural 

compromises invested in the BDSTI and AISTI technological momentum 

for global consolidation. Accordingly, vigilance of the cultural powers 

invested in this is vital. I here urge that we enrich a culture of human power 

in the governance, design and adoption of BDSTIs and AISTIs. 

 

 

 

3. A Human (-Centric) Approach 
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I delineate a ‘data ethics of power’ as a human approach. In the late 2010s, 

the human-centric approach was a term and a theme that emerged 

particularly in policy discourse on AI with no common conceptualisation 

other than an emphasis on the special role and status of humans. However, 

the AI HLEG’s ethics guidelines were framed in terms of a distinctive 

European agenda created to ensure the development of a European AI 

ecosystem. The human-centric approach was here therefore also grounded 

in a European fundamental rights legal framework and the European data 

protection legal reform, with an emphasis on the autonomy and dignity of 

the individual human being. 

In this study, I provide a supplementary conceptualisation of the ‘human-

centric approach’ to the development of BDSTIs and AISTIs. Here, I propose 

a human approach that is one concerned with the role of the human as an 

ethical being with a corresponding ethical responsibility, not only for the 

human living being but also for life and being in general. 

I argue that this is best expressed in the creation of data ethics spaces of 

negotiation and critical cultural moments. The spaces of negotiation enable 

critique and negotiation, but they are only possible when ‘systems’ 

(material/immaterial and technological/cultural) clash and controversy 

arises. The critical cultural moments have special human characteristics and 

are possible when human memory and intuition are privileged and 

provided time and space to tinker. In practical terms this is expressed in a 

prioritisation of the human interest in the data of BDSTIs and AISTIs via the 

meaningful involvement of human actors in their very data design, use, 

governance and implementation. 

The approach of a ‘data ethics of power’ is not just about humans—it is 

human. This essentially means that it cannot be put aside, neither can it just 

be applied when considered useful. We need to think of data ethics as a 

human morality rather than just a social morality (Bergson, 1932/1977). That 

is, we can formulate data ethics guidelines, principles and strategies, and we 

can even program artificial agents to act according to their rules. However, 

to truly ensure a human-centric distribution of power, data ethics must 

become more than just a moral obligation, a set of programmed rules. It 

must be human. 

Henri Bergson provides an excellent illustration of what this means with 

his process ontology. It does not mean that humans are bestowed with divine 

gifts. It does not mean that we are non-natural extra earthly beings. All it 
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means is that humans do not only have the same intellect as machines. Our 

additional philosophical capacity is an intuitive one (Bergson, 1896/1991; 

Deleuze, 1966/1991), the capacity to “think movement” (Bergson, 1907/2001, 

p. 318) by setting into motion our memory (Bergson, 1896/1991). Most 

importantly, he raised an essential critique of utilitarian approaches to the 

living, and by doing so, I would argue that he simultaneously provided us 

with a conceptual map to also understand the limits of the intellectual 

capacities of both humans and AI, but that only AI cannot exceed. By way of 

illustration, while AI software can be trained by processing the data of 346 

Rembrandt paintings to successfully create a unique 3D printed image that 

looks like a Rembrandt painting, perhaps even much better than a human 

reproduction, it could not do so without Rembrandt. A human could not 

either. However, what a human could do is produce their own painting 

uniquely positioned in time and space. 

This is also a good illustration of what a human morality can do as 

opposed to the social morality that machines reproduce, and this is where 

we reach a data ethics of power’s essential meta critique. Today, AISTIs have 

increasingly powerful autonomous agencies that represent, reproduce and 

analyse the living in data with a utilitarian intellectual approach that utilizes 

the past and present for the sole purpose of controlling the future. That is, 

the world is made controllable and deterministic, represented in data that 

are interrelated as causes and effects. Data systems such as these, I have 

argued, cannot implement a human morality. They are “clock time” in 

action with no being in the world in its temporal form. Spatialized time, 

taken out of a temporal context and immobilised to be utilized for the 

purpose of the system. This is the ethical dilemma of our time that also 

concerns the disharmony of the data structures of control and the human 

freedom, as Deleuze (1992) and others have argued. 

Furthermore, these closed tendencies of AISTIs and also BDSTIs are a 

fundamental obstacle to an open inclusive society, as love is exclusively 

targeted at specific objects according to specific opaque interests. This 

means that we do not and cannot know who receives love and who does not 

receive love, and accordingly we cannot ensure that love is truly universal. 

This is why I have argued in this study that data ethics needs to take the form 

of a human culture, to become a cultural process, lived and practiced as a 

way of being in the world. As such, rather than addressing the sole value 

properties of technology design, a ‘data ethics of power’ first and foremost 
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addresses the cultural conditions and structures of power.  

 

T h e  S t r u c t u r e  o f  t h e  S t u d y  

I introduced the study with a depiction of its integrated methodological 

approach, which was informed by embedded research, applied ethics and 

STS. Thereafter, I moved on to the main body of the study, which I unfolded 

in three main parts. In the first two parts, I explored the power structures for 

human agency and experience of BDSTIs and AISTIs. I described these as 

not only a critical concern of a ‘data ethics of power’ but also of ‘data ethical 

governance’ in general. In the last part, I delineated a ‘data ethics of power’ 

as a human power. 

C o n c l u s i o n s  P a r t  I :  P o w e r  &  B i g  D a t a  

In the first part of this study, I unfolded my discussion on power and big 

data in two chapters: 

In Chapter 2, I delineated the special characteristics of the two 

sociotechnical infrastructures (BDSTIs and AISTIs) that a ‘data ethics of 

power’ addresses. I explored the spatial power architecture of the Big Data 

Society delineating in specific the first kind, the BDSTIs, in terms of their 

politics and invested imaginations and I addressed the ethical problems 

specific to the power architectures of the Big Data Society. Power, I 

illustrated, is concentrated, sustained and engineered by a few power actors, 

yet also increasingly self-sustained and evolving in cultures of use, design, 

governance and imagination and therefore difficult, but not impossible, to 

change. I suggested that understanding the “liquidity” of power (Baumann, 

2000; Bauman & Haugard, 2008; Lyon, 2010; Bauman & Lyon, 2013, 

Castells, 2010) also means understanding the importance of a holistic ‘data 

ethical governance’ approach to the Big Data Society. 

In Chapter 3, I considered the role of data ethics in the context of 

technological change. I here argued that we cannot only ask to what material 

things we apply data ethics (for example, to which technology design). We 

also need to ask when data ethics is possible. We need to do this because 

sociotechnical systems are constituted not only in terms of a transformation 

of space, but moreover, because they have a temporality. They are 

sociotechnical processes – imagined, built, adopted, governed, reinvented, 

in crisis, and consolidated – and they must therefore also be approached as 
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such in patterns of sociotechnical change that can be discerned on historical 

scales of time (Hughes, 1983, 1987, Edwards, 2002, Misa, 2009). In this way 

we can also find a temporal condition that enables ‘data ethical governance’. 

I illustrated how moments of explicit ethical reflection and value negotiation 

in the governance of sociotechnical systems emerge in intervals between 

crisis and consolidation, such as in the late 2010s when data ethics became a 

fix point in European policymaking. This period, I maintained, represented 

an ‘in between’ moment in which the critical sociotechnical problems of an 

existing data culture became visible and interests and values were explicated 

and negotiated. As a result, an explicitly cultural values-based governance 

position was formulated in Europe. 

C o n c l u s i o n s  P a r t  I I :  P o w e r  &  A I  

In the second part of this study, I discussed power and AI in two chapters: 

In Chapter 4, I examined the history and special characteristics of AISTIs, 

their ethical implications as well as the ethical theories that address these 

implications. The core objective of this chapter was to narrow the ‘data ethics 

of power’ considerations that were specific to AISTIs. I here argued that we 

need to take a closer look at the constructed relations between the 

distributed moral agency of active human and nonhuman actors. Social and 

ethical implications are in this perspective not just the result of a human 

intention, neither are they of nonhuman technological agency. Rather, they 

are consequences of a network of actions and competences distributed 

between these different actors. I explored AI as a new type of powerful 

technological agent that actively participates in moral decision-making 

processes (but cannot and should not take ethical responsibility), and 

therefore, is also increasingly shaping our ethical experiences. This is a core 

ethical dilemma of our age, I argue, and the reason we need a human 

approach to AISTIs with specific attention to the way in which humans are 

empowered and involved by the design and adoption of AI. 

In Chapter 5, I returned to the question of how we can effect 

sociotechnical change with a holistic ethical governance approach. 

Previously, I had argued that although incredibly complex and not possible 

to locate in one place, sociotechnical change is not arbitrary. It is made and 

can therefore be steered. Building on this, I now proposed that we consider 

culture and cultural practices as the basis of the transformation of 
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sociotechnical systems and accordingly a focal point for ethical governance. 

Sociotechnical systems are developed and adopted in power struggles and 

compromises between cultural interests, or through the dominance of one 

cultural interest over others. In the 2010s, different cultural systems of 

meaning making, which I refer to as data cultures, invested with interests in 

the data of AISTIs and BDSTIs, were competing for a technological 

momentum in shaping the practices of developers, scientists, lawmakers and 

users. A ‘data ethics of power’ must address these very data cultures and their 

power conditions. 

C o n c l u s i o n s  P a r t  I I I :  H u m a n  P o w e r  &  

D a t a  E t h i c s  

The last chapter, Chapter 6, also constitutes part III of this study on human 

powers and data ethics. This is where I presented my formative framework 

for a ‘data ethics of power’, which consists of an ontology and a practice: 

Firstly, I proposed that data ethics is a way of being in the world. It is an 

ontology of process and movement, where life is only stable and fixed when 

represented in systems of meaning making (Bergson, 1907/2001, 1889/2004). 

Agents act in the world with different capacities. Humans are one type of 

agent, while technological agents, such as AI, are another. I maintained that 

while an AI agent can act with moral agency, it is not an ‘ethical agent’. Even 

to be a moral agent, it must have human empowerment, which is created by 

ensuring – what I have argued throughout this study – human critical 

cultural moments in its design and adoption. This, human 

power/empowerment is, in essence, what I consider the human approach of 

a ‘data ethics of power’. Crucially, I here also argued that a human-centric 

‘data ethics of power’ is important because it enables an inclusive, open 

society (Bergson, 1932/1977). Secondly, I delineated the action-oriented 

approach of a ‘data ethics of power’ that aims to create the conditions for the 

critical human ethical agency that can achieve an open society as such. I 

proposed that data ethics is a form of critical applied ethics that explores the 

conditions of power in the sociotechnical systems of the Big Data Society to 

actively create and ensure data ethics spaces of negotiation and critical 

cultural moments. 

W h a t ’ s  N e x t ?   



 

 24 

During my research, I stumbled upon the delineation of the design of a 

mechanical ‘ethical governor’ of autonomous weapons. This would be a 

technical component created to process the stream of data that shape the 

agency of an AI warrior agent, a type of mechanical data control component 

built into the agents’ data design to ensure that it behaved within a set of 

prescribed ethical boundaries. (Arkin et al, 2009). The ethical governor 

would work by processing the data of the agent’s fields of action and permit 

or forbid actions based on this. There would, for example, be the data on 

humans, essential buildings and meaningful cultural sites, which the agent’s 

data design would transform into data streams of forbidden lethal action; 

then, there would be data on threats that could also include data on humans, 

as well as data threat scenarios that, in combination with other data on the 

ethical bounds of the ethical data governor, could be transformed into data 

torrents of permissible lethal action. This represents hundreds of years of 

military law and complex ethical boundary creation transformed into the 

data process of a data design.  

Making ethical decisions on life, death, culture, bombs and lethal action is 

exceedingly complex, but ethical decision-making transformed into a data 

process appears to be less so. Today, this reduction of human complexity, I 

argue, is one of the key motivations for BDSTI and AISTI development and 

adoption: to make life, society and culture easier to handle; and to make 

those difficult ethical decisions we must make every day less cumbersome 

as individuals at home, work, school, and in our societies in hospital, during 

elections, in the welfare system, in the justice system and during times of 

crisis, such as war or pandemics. These are thorny human decisions, which 

we also time and again realise ourselves, or are told by other humans, we 

have made poorly or in ethically problematic ways. 

However, this kind of self-conscious critique, that a data process does not 

have, is also exactly why we need to keep making these decisions ourselves. 

Think about an ethical evaluation of the most critical situation you can 

imagine, such as releasing a bomb during wartime, transformed into a data 

process without critical agency. It is terrifying. Nonetheless, that is precisely 

the kind of imagination concerning the reduction of complexity and human 

dilemmas of ethical decision-making that drives much of the development 

and adoption of BDSTIs and AISTIs today. 

It is also this loss of human critical agency that I fear the most will take 

form in our sociotechnical realities if we do not halt and redirect current 
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BDSTI and AISTI developments. We do not seem to realise it because 

cutting out the human does not mean cutting out moral agency (making a 

decision, even a moral one, a data process certainly can always be designed 

to do). However, in this process, as I have tried to illustrate in this study, we 

cut out the kind of critical ethical human agency that is fundamental to our 

democratic societies and their institutions. Human critical agency is what we 

remove from the very configurations of our sociotechnical spatial 

architectures and from our societal imagination, our norms and cultures. 

 

Now, we have some core tasks ahead of us to steer the change we need. These 

will all go into the development and consolidation of a highly complex 

socio-technical system that will be shaped by a multitude of cultural, 

economic and social factors; thus, I can of course only mention a few of the 

tasks here: 

We need a new imagination, a different technological culture or data 

culture of human power, when building and adopting AISTIs and BDSTIs. 

We must stop trying to design our very human yearning for the perfect 

society, the efficient society and the just society into them. Humans, biology 

and societies are messy unpredictable things. They are anything but perfect; 

often they are unjust, and definitely worthy of our ethical concerns and 

critiques. However, big data systems or AI will not change that. Only humans 

can make real changes by ensuring the conditions and structures of power 

that enable human critical agency. What we can do, however, is to imagine 

BDSTIs and AISTIs as potentially incredibly useful tools that can support 

human critical and ethical decision-making with evidence; for example, 

apparatuses that can make a scientific analysis stronger, or instruments that 

indeed can help us make many processes more efficient. 

We need technical components of sociotechnical infrastructures that 

enhance the critical agency of individuals. We absolutely must ensure 

meaningful human involvement, which we can do by carving out a place for 

individual human experience and agency in the sociotechnical fabric of 

BDSTIs and AISTIs. The first place to start, which particularly Europe seems 

to be investing in at the beginning of the 2020s, is the development of a data 

infrastructure that by default respects people’s privacy and empowers 

individuals. Today, the technical components of a data infrastructure as such 

go by many names, such as data trusts, personal data management systems 

and personal data stores, and they take on many forms. Much is left to be 
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explored both in terms of their basic functioning, interoperability and not 

the least their legal framework. Here, we also need to build in by design 

meaningful human in the loop/in command components, and we need data 

systems in which critical functions and criteria can be explained.  

Moreover, we need people who understand big data and AI systems well 

enough to engage with them in a meaningful manner when they use them, 

procure them, create laws about them and build them. We need 

sociotechnical data literacy and education of children, educators, students 

and policymakers. 

Furthermore, we need to update our legal frameworks to ensure the legal 

implementation of meaningful human control in the development and 

adoption of BDSTIs and AISTIs and to safeguard human expertise (Pasquale, 

2020). 

We need more critical data studies that discern the data interests in the 

cultures and power dynamics of specific data design, practices and data 

politics. I have in this study referred to several examples of brilliant 

investigative studies in these areas; however, most have been conducted in 

Western contexts, making visible their power dynamics and challenging the 

ethical problems and dilemmas of BDSTIs and AISTIs in these specific 

cultural spheres. It is time to voice the essential experiences of the people, 

communities and cultures that are often the most disadvantaged in the 

global big data structures of power. This is why we need more critical data 

studies that explore and emerge from these different cultural and 

socioeconomic contexts. 

Last but not least, how about human ‘ethical governors’? What if we 

designed independent (I mean truly independent in terms of not only 

finance and interests, but also in terms of their cultural conceptual 

frameworks of meaning making/imagination and narratives), multi-expertise 

(not multi-stakeholder) ethics councils and bodies into the governance of AI 

and big data sociotechnical development? They would critically assess 

ethical dilemmas and value clashes working on the three scales of time and 

analytical level of abstraction that I have considered in this study (the micro, 

meso and macro) inside organisations and businesses, outside as 

independent auditors, and with policymakers when policy and law are 

negotiated. In terms of the power structure for the independent governance 

of these, states have stakes in this that are too high, and certainly the industry 

never asked for or intended to administer such a function. Therefore, why 
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not give civil society organisations the chance now? Specifically, civil society 

and nongovernmental organisations that have proven long-term 

independency and dedication to the human interest: provide these civil 

society agents, the representatives of love and human agency, with a real 

governance role beyond the ‘activist’ role. Give them the resources to 

compete, to professionalise, to be the ‘ethical governors’ of the age of Big 

Data. Make the structural changes. 
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